Analog Records In A Digital Age --
Pitfalls for Discovery Involving
Electronic Health Records
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New eDiscovery Rules

Comprehensively Address
Electronic Discovery
For All Federal Court
Actions

Expect State-Equivalents
Soon




It Takes A Village?

Or: What does

any of this have
to do with me?
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What's going on?
.

e Rapid Expansion of

Electronic Health
Records

e Courts Catching Up
With Digital World

e Dramatic Events
Involving Discovery
Abuse




Lawyers & Judges Playing Catch Up

]
e eDiscovery Rules Emerging

e Historically tried to treat digital records much
like paper predecessors

— All output to paper?

- Digital format?

— Costs? Who should bear the burden?

— Disruption?




Discovery Abuse Seemingly Rampant

]
e Zubulake v. UBS Warburg

- Famous (Infamous!) Discovery Abuse Case
- Millions invested
- Court Sanctions — Increasing Severity

e KPMG - Intentional Concealment?
e Enron — Fire Up the Shredders?



Sarbanes-Oxley
-

e "| feel like a bad storm's
coming, and | don't know
what it is or when it's going
to hit," the ClO said . . . .

e Imposes penalties of fines
and/or up to 20 years
Imprisonment for altering,
destroying, mutilating,
concealing, falsifying
records, documents or
tangible objects with the
Intent to obstruct, impede or
iInfluence a legal
iInvestigation.




"Time Out Rule"
N

e Zenith Radio Corp. v. Matsushita Electric
Industrial Co., 478 F. Sup. 889, 959 (E.D. Pa.

1971).

e http://www.texasbar.com/saywhat/weblog/buchmeyer article ar
chive/Feb83.asp

e See page 25 of your handout




Do You Remember When?
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Currently Civil Rule 34 Allows Any
Party to Inspect & Copy:

Writings, drawings, graphs, charts,
photographs, phonorecords, and other data
compilations from which information can be
obtained, translated, if necessary, by the
respondent through detection devices into
reasonably usable form



New CR 34 allows access to:
]

e any designated documents or electronically
stored information — including writings,
drawings, graphs, charts, photographs,
sound recordings, iImages, and other data or
data compilations stored in any medium
from which information can be obtained



And Companion Rules Speak Directly
to “Form” of Access:

e If a request does not specify the form or
forms for producing electronically stored
Information, a responding party must
produce the information in a form or forms in
which it is ordinarily maintained  orin a
form or forms that are reasonably usable



Rule 26 Imposes New Burdens On Al
Parties:

e A party must now, without awaiting a
discovery request , provide to other
parties a copy of, or description by
category and location of, electronically
stored information.



Think About That:

e Description By
- Category
— Location

o Of:

— Electronically Stored
Information

e Can you do this now?



What Are They Really Asking For?

Metadata I1s data about data

<mml version="1.0" encoding="UTF-8" 7>

. H OW M u C h IVI etad ata I n - <variable name="lat" type="double" shape="lat" xmins:src="http:/ /xml.apache.org/xindice/Query" src:col="/
db/esg/CcCSM/all" src:key="b20.007.cam1.h0.22.0510-0519.ncx2">
<values separator="">-87.86379883923262 -85.09652698831736 -82.31291294788628 -
P - f? 79.52560657265943 -76.73689968036831 -73.94751515398967 -71.15775201158732 -
rl nt D O C u l I I e n tS 68.36775610831316 -65.5776070108278 -62.78735179896306 -59.99702010849129 -
- 57.20663152764324 -54.4161995260862 -51.625733674938246 -48.83524096625058 -
46.044726631101675 -43.254194665350944 -40.46364817811503 -37.67308962904533 -
34.882520993773454 -32.09194388174401 -29.30135962176273 -26.51076932521099 -
23,720173933534745 -20,92957425448951 -18,138970990239354 -15.348364759491492 -
12.557756115230676 -9.767145559195567 -6.976533553948635 -4.185920533189154 -
. . . 1.3953069108194958 1.3953069108194958 4.185920533189154 6.976533553948635
. I n C re aS I n g Ap p I I Catl O n 9.767145559195567 12.557756115230676 15.348364759491492 18.138970990239354
20,92957425448951 23.720173933534745 26.51076932521099 29.30135962176273
32.09194388174401 34.882520993773454 37.67308962904533 40.46364817811503
43.254194665350944 46.044726631101675 48.83524096625058 51.625733674938246
Of D O C u I I I e nt S e arC h 54.4161995260862 57.20663152764324 59.99702010849129 62,78735179896306
65.5776070108278 68.36775610831316 71.15775201158732 73.94751515398967
76.73689968036831 79.52560657265943 82.31291294788628 85.09652698831736

I O O IS 87.86379883923262</values>
<attribute name="long_name" type="string" value="latitude" />

<attribute name="units" type="string" valu=="degrees_north" />
</variable>



But What About Other Elements?

Compare A Single Lab Encounter to
the Printed Output of that Event:

“I wonder If

Mickey’s labs are
back?”
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Abnormal Lab Results for Mickey:
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Let’s Go To The Chart for Review:
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Let’'s Document The Review:
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Badabing:
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Let’'s Sort Results by Test Type:
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Let’'s Compare Today’s Results To
Mickey’s Prior Tests:
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Now, Let’s Compare With the Print
Output Of Mickey’s Labs:
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Which Do You Prefer?

e Online Access?
e Print Version?

Results: CEC WITH DIFF (Orders 22327593)
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All Is Not Lost
]

e Still Potential For Courts To Weigh the
Burden

BUT:

e Increasingly, courts are expanding access
and shifting, at least initially, the burden and

cost of providing access to the party who
owns or controls the data



Developers & End-Users Must
Collaborate:

Developing Criteria:
e Requires planning and intentional design

e Requires more than achieving the desired
functionality

e Must explicitly attend to both functional and non-
functional requirements

e Requires ongoing vigilance to verify that all
requirements are being met throughout the life cycle
of the software



Evolving Issues In E-Discovery
S

What has changed?




Education Needed

e Board of Directors

e Senior Management
oCIlO

e Bottom Line: Budgetary and
Operational Impacts



Outside Counsel

e \What should your outside counsel know
about your data management processes?

e Documentation?
e Updates?
e Process Control?




Witness Preparation
]
e Digital Providers Accessing Analog Records?

e Can you provide real-time access to the
electronic chart?

e Feasibility in trial? Depositions?
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Inventory of Electronic Sources
o000 |

e Primary

e Backup

e Transient

e Home Systems

e PDAS

e Third Party Vendors

e Consultants



Metadata
o

e Disclosure Catalog

e Manual or Automated?

e Retroactive to when?

e Systems approach? P&Ps?



Litigation Hold
-
e Pending?

e Threatened?
e Contemplated?




Privilege
]
e Pre-screening for privilege?

e Peer Review?
e Quality?
e Attorney-Client?



Special Categories
S

o HIV

e Drug & Alcohol

e Mental Health

e STDs

e Employment

e Workers Comp

e Research



Native Format Disclosures
o

e Time Machine?

e Static vs. Moving Target?
e Additions?

e Changes?

e Sub-Routines? Amendments?
Preservation?



Attestation & Validation
o
e New Meaning?

e Best Practices?
e Disclaimers?
e HIM vs. IS/IT?



Legal Medical Record

.
e Best Practices

e Defining LMR vs. Designated Record
Set

e Document Retention Plan
e Authentication
e Replication



Safe Harbors
e

e Compliance Plan

e Hold Management —
Automated Processes

e Good Faith Efforts



Hardware Retention

-
e Plan for retention and operability?

e Training?

e Methodology for porting key data
elements?

e Functionality?



Information Management Plan

oo
e Team Involved?

e \Who Owns Process?
e Disaster Recovery / Business
Continuity? e



Compliance

e Role of Compliance Department
e Audits

e Control Processes

e Authentication of Recoverability?
o SOX

e JCAHO



Vendors / Vendor Relationships

e
e Standard Data Format?

e Portability?

e Responsibility for Maintaining
Accessibility Post Contract?



WA State Law
]

e Chapter 70.02 RCW

e Medical records — health care information access and
disclosure

RCW 70.02.160
Retention of record.

e A health care provider shall maintain a record of existing health
care information for at least one year following receipt of an
authorization to disclose that health care information under
RCW 70.02.040, and during the pendency of a request for
examination and copying under RCW 70.02.080 or a request
for correction or amendment under RCW 70.02.100.




Hospital Records:
.

RCW 70.41.190
Medical records of patients — Retention and preservat  ion.

Unless specified otherwise by the department, a hospital shall retain and
preserve all medical records which relate directly to the care and treatment of a
patient for a period of no less than ten years following the most recent
discharge of the patient; except the records of minors, which shall be retained
and preserved for a period of no less than three years following attainment of
i[he age of eighteen years, or ten years following such discharge, whichever is
onger.

If a hospital ceases operations, it shall make immediate arrangements, as
approved by the department, for preservation of its records.

The department shall by regulation define the type of records and the
information required to be included in the medical records to be retained and
preserved under this section; which records may be retained in photographic
form pursuant to chapter 5.46 RCW.



Commiseration Contact #:

« ]
Laird A. Pisto

MultiCare Health System

PO Box 5299

315 Martin Luther King Jr. Way
Tacoma, WA 98415-0299
253-403-1186
Laird.Pisto@multicare.org




